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Fig. 9. Patient information (sample).

Fig. 8. IABioDB web portal (left and 
right images indicate Naver login 
page and IABioDB web portal access, 
respectively) [12].

between the authorization server and client. The attacker, 
disguised as a client, attempts to perform a replay attack 
obtained using the access token. In this case, the attacker has 
access to the web portal using the EC1 key (with access 
token) shared with the authentication server. However, the 
EC2 key is needed to access IABio database. An attacker who 
does not have the EC2 key can not access the data, because 
the attacker can not analyze contents in the access token of 
EC2. Thus, an attacker can not access the IABio database, 
because the attacker does not have the EC2 key. EC1 and EC2 
can be obtained only from the pre-consultation process.

Implementation screen

The IABio platform uses the authorization server provided 
in Naver API [12]. Therefore, it can acquire an authorization 
token in Naver and can have access to the portal by using it. To 
access the authorization server, only a pre-authorized Naver 
ID can be used. Therefore, a token can be issued or re-issued 
only when having client information. The left side of Fig. 7 
shows the page to access the web portal, and the right side is 
the page to receive authorization tokens through Naver.

As seen in Fig. 8, login is done to the authorization server 
with client information. Then, it is possible to have access to 
the web portal of IABio. The right side of Fig. 8 shows the 
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Fig. 10. Protein data (sample).

contents of personal information and the authorization 
token received from Naver. The authorization token is 
transmitted in the encryption of AES 256. The contents are 
those of decoded authorization tokens.

Figs. 9 and 10 are output results made by query from the 
data saved in the genome database. It is a screenshot of 
sample data, not actual clinical data. Actual data can not be 
printed out due to the Medical Care Act. Fig. 9 shows the 
screen that confirms the patient’s basic information. Only 
personnel who are authorized for access to it can read it. Fig. 
10 is a screenshot that confirms protein data. Only the 
personnel who are authorized for access to protein data can 
read it.

Conclusion

IA is a kind of illness in which the occurrence increases 
along with the development of IT technology. Although it is 
urgent to have an analysis database of IA, it is not sufficient 
now. Because the database needed to analyze medical 
information handles very sensitive personal data, security is 
very important. Our study proposed the IABio platform 
service using OAuth in a medical information standard- 
based environment. The proposed IABio uses IUA as a 
medical standard guideline and complies with medical 
information standards. Also, it uses OAuth 2.0, which is an 
access control technology. To realize IABio, it is necessary to 
analyze the complicated requirements of a medical in-
formation system and to design the system from the 
perspective of security. In addition, our study developed a 
prototype IABio system and tested if it could be applied with 
a security system. As a result, it was found that each user had 
a different environment in which the researcher needed to 
access a database. Therefore, it is expected that the proposed 
IABio can be actively used for studies of IA.

As follow-up research, solutions to phishing scams and 
re-use attack, to which OAuth 2.0 is vulnerable, will be 
examined. Also, an index searching method will be studied 
to quickly search genome information related to IA.
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